Due to a series of vulnerabilities in early Transport Layer Security (TLS), which no longer meet minimum
security standards as defined by the National Institute of Standards and Security and the Payment Card
Industry Security Standards Council, LexisNexis is proactively disabling support of TLS 1.0 and TLS 1.1
on the ARIES client and ARIES Portal. We intend to terminate its support of TLS 1.0 and TLS 1.1. on
November 5, 2018. You will not be able to use the ARIES client or ARIES portal unless your system meets
the proper security requirements.

What is TLS?

Protocols like TLS were originally designed to transport data securely between a client and a server.
Later, they enabled secure commerce on the Internet, and today, they continue to be used by Web
browsers and servers to protect the privacy of Web communications.

IMPORTANT: Users who do not upgrade their software will not be able to login to ARIES to
send crash reports to the Indiana State Police as of November 5th.

When will this change become effective?
LexisNexis is targeting to disable all support for TLS 1.0 and 1.1 no later than November 5, 2018.

How can | comply?
The following are the minimal requirements for the new TLS 1.2 standards. Please ensure your systems
meet the minimum requirements listed below.

e Windows XP and Vista will no longer be supported.
e Internet sites such as http://www.whatsmybrowser.org/ may be used to identify the operating
system version and web browser version used by your computer.

Operating System Version* Web Browser** Applications and Frameworks
Windows 7 Internet Explorer vil+ | OpenSSL 1.01 +
Windows Server 2008 R2 Internet Explorer Edge |JDK 8 +
Windows 8 Google Chrome v30+ .NET 4.6 +
Windows Server 2012 Mozilla Firefox v27+ Apache 2.2.23
Windows 8.1

Windows Server 2012 R2
Windows 10

Windows Server 2016

If you have any questions about these upcoming changes, please contact us by calling the ARIES
Support team at 866-495-4206 or via email at aries.support@lexisnexisrisk.com.
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